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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#domain-owner---application-namespaces-service-mesh-membership-enrollnment-and-applications-deployment
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./scripts/deploy-travel-portal-domain.sh dev dev-istio-system
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./login-as.sh emma
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./login-as.sh <choose user>
echo "http://$(oc get route istio-ingressgateway -o jsonpath=’{.spec.host}’ -n dev-istio-system)"
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./login-as.sh <choose user>
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#dev-setup-verification--observability-usage
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/about.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-mus-product-owner.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-mus-product-owner.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#mesh-operator---travel-agency-portal-exposure-via-istio-gateway-creation
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#dev-setup-verification--observability-usage
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#dev-setup-verification--observability-usage
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#access-observability-stack
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#use-the-observability-stack-as-product-owner-for-the-travel-agency-solution
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-istio-mesh-dashboard.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-performance.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-cristina-domain-owner-tp.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-farid-domain-owner-ts.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-logs-cristina-domain-owner.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-configs-cristina-domain-owner.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-configs-cristina-domain-owner.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-istio-service-dashboard.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-istio-workload-dashboard.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#use-the-observability-stack-as-a-domain-owner-for-the-travel-portal-or-travel-services-domain
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kial-mia-ts-developer.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-john-tp-dev.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/kiali-emma-mesh-operator.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-cp-dashboard.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-2-dev-setup/images/grafana-cp-dashboard.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#use-the-observability-stack-as-developer-for-the-travel-portal-or-travel-services-domain
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-2-dev-setup#use-the-observability-stack-as-mesh-operator
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export CLUSTER_API=<YOUR-CLUSTER-API-URL>

& MH|A T 4] QE|0|E, IPAHO|A, S, AR} ZH]
SHE BE[XH(SHAH 22X FE)Ql Phillip2 ZHE 2t& LI M QmH|0|E, W/JATO|A, AY S-S GHEeL|Ch it
D24 M2 28t x| Red Hat OpenShift 221 A7t 8l = 2 Red Hat OpenShift Service Mesh QIHZ||0|HE FI7+QEHANY
Bt GLICh XAe LHE2 12| AE|ZEI0| = ALEXHE MH|A O] Hof IfE M8 HASHM R,
1. Ct3at 20| Z2HE 4F C|AE 2|2 0|S¢ = PhillipQ=Z 291gfLC},
cd ossm-heading-to-production-and-day-2/scenario-2-dev-setup
./login-as.sh phillip
S Ezo Y gl o=EMH SEAETL gl= R 2H A2 3TAE AUFMK.
2. Ct31t 20| Red Hat OpenShift O E2|0| A S Sl Red Hat OpenShift Service Mesh 2IH2{|0|E{E S AH|
XIS},
T =

../common-scripts/add-operators-subscriptions-sm.sh
3. 120 Hoot T2EM MH|A H|3 HEs el

4. 30 20| 2avt ZR2EHM oA} HIYAHO|AS Hd LTt
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https://www.wonderingtechie.com/post/2022/ossm-security-with-mtls-for-egress-edge-traffic/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-1-kick-off-meeting/README.adoc#execute-user--role-creation-for-prod-environment
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-1-kick-off-meeting/README.adoc#mapping-enterprise-users-to-roles-in-the-higher-prod-environment
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#setting-up-the-production-environment
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#adding-operators-namespaces-userroles-preparation-actions
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#adding-operators-namespaces-userroles-preparation-actions
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> SM 1 HEE 012 £3 X|A Elasticsearch Of7H B4
> SM 2: Jaeger FHE Eoll MM ALEX} M| El Elasticsearch OH7H H4

O Al M= SM 25 AFE el AMH|A D'||T| HEE S22 8 =X Ui E TH| AL X FolTLICE @2 Jaeger 2[AA 70] gtot
It 2= OS2 Jaeger TRHEO|H S & ZSHMR.

> Ar2 XL Ho 2|AA Holof Cist ofsH

> Elasticsearch 2E2|X|7} ZBtEl jaeger-collectordil CHSH T E2}Q1 QIE{T[O| A (CLI) 221
S2: Of|lH| AU EE AME5t2{H HZE0|| OpenSSLO| HX|E|0f Q1 MM AT 2~ Qlojof ShL|Ct.

1. Jaeger 7+4:

./login-as.sh emma
./scripts/create-prod-smcp-l-tracing.sh prod-istio-system production

O| A3ZE= prod-istio-system HQATO|AON LIS 22 MHOE Jaeger B|AAS WMBILICE
> IZHM SHAH > 1Gi9| Elasticsearch QIEIA 37|
> HA|AEE AEE|X|2 Elasticsearch » LCE|AA QHF 8l KT
> 79 T HMEH™OZ AN E|= QT A > Elasticsearch =E 0|53} QIS

> 3t 79| Elasticsearch = E

2. CHE2 1 20| Jaeger 2|2 AT MM E|HEX]

ot

tol gL,

[y =

oc get jaeger/jaeger-small-production -n prod-istio-system

3. OS2 20| 2E 74 24 (Jaeger Collector, Jaeger 2|, Elasticsearch B{E )7t A &R =X| &olBtL|Ct,
oc get deployment -n prod-istio-system
NAME READY UP-TO-DATE AVAILABLE AGE
elasticsearch-cdm-prodistiosystemjaegersmallproduction-1 1/1 1 1 m27s
jaeger-small-production-collector 1/1 1 1 Tm25s
jaeger-small-production-query 1/1 1 1 Tm25s

LSt create-prod-smecp-1-tracing.sh ATEHE= 120 M oot TZEM @ 1 AEH| 2t MH|A 0|4 & LA BL|C
TH YAML OfY S EHASHMR. -

v

SEEX| Y2 2 AE0 TSt 2| R EM SU2 HEE[X| 43
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https://docs.openshift.com/container-platform/4.8/service_mesh/v2x/ossm-deploy-production.html#ossm-smcp-prod_ossm-architecture
https://docs.openshift.com/container-platform/4.8/service_mesh/v2x/ossm-reference-jaeger.html#ossm-deploying-jaeger-production_jaeger-config-reference
https://www.jaegertracing.io/docs/1.32/operator/#understanding-custom-resource-definitions
https://www.jaegertracing.io/docs/1.36/cli/#jaeger-collector-elasticsearch
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L18
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L25
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L21
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L26
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L28
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L29
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L35
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#configure-servicemeshcontrolplane-tracing-for-production
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L112
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L127
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/create-prod-smcp-1-tracing.sh#L139
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#configure-tracing-for-production
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CO|QN ARXHOI| JHERF A2l Faridet Cristina= H0[E] =22l gotn OS2 0[8E ERHNEOZ HiZEot= (RS
BYELIC Ol GAl0 M= MH|A {0 Tt 5 &50] e 0 S’A%'—IEF.
> 3 OfZ2[A01M AH|O|H AHe 2o BE SHS 7210 MH|A B+ 1S X Ed}7| /¢t istio-proxy AIO|=7}
AE|0[H

> Red Hat OpenShift 22{ A0l ZEIE|HAISE 8BtV 9I2 jaeger-agent AO|=FF ZAH|O|H XA|EE LIE2 Jaeger HHZE
S A =FE|O[ES HESHN K.

C}21 10| one-step-add-prod-deployments.sh AT EE E8H Farid2t Cristina= I AF 2 0{8H A{H|A ZOf|Q10]|
OiEz|AHIO| M S B 4~ USLICH.

./scripts/one-step-add-prod-deployments.sh <OCP CLUSTER DOMAIN eg. apps.example.com>
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o

OiZ2/A0[8 s ZR2EH N0 HHAX 2 i St= PA S M2dts 32 2210 2[4 2| EX|E2|0M Z2EM &t 43 M4
EHERSHMI R

&’ Istio 0| ES|0] HMA S EHOtASM
M4 IH|0|E{Q! Emmat ORHAF CHAIE E0]| Cigt HMA S S| E 2 Istio HIO|EO] EIAé | HOt QIS ME FHot=
AR E SHLBILICE O] KAIMM = BE 2|AAE AMEBH TLS(Transport Layer Security)E S At CHA|EEE = &2LICL
RISA= Q8| A AHOIEYO|2| control-gateway 2| AAS S S AYEH, ZR 2|AA=THAAR IEZ X EL(CH
O|2M == El 2F MH| A0 CHo HEO| QISME Hole 4= UX|PHO|4| 2m2{|0|8 0| 2 AISME EE 2 WH|SHOF StEE T}

R 22| et
Z=Z S AO|ES0] 2|2 A9 QISME L5t 20| WY EfLICt.

./login-as.sh emma
./scripts/create-https-ingress-gateway.sh prod-istio-system /
<O0CP CLUSTER DOMAIN eg. apps.example.com>

T ZDZ LIEHLEE o HIO CHAIZES 2RISR, =

&’ T2HME 9|5l Prometheus 74
M4 2H|0|E{ 2l Emmas Z2HM 2tH S 2|8 Prometheus 2LIE 2 248 EEBL|Ct Red Hat OpenShift= &4 ARS
HISSHXIZ Red Hat OpenShift Service Mesh| SAXH| H{T2 0] AR} SSFE| Lt I 2| O] ME|X| 2t&LICE O sH&st7| 9T
7t 282 oS ZaLch

Hi—

> SM 1L HAAHE EE2 71510 7| & Prometheus X 22}

v
mo

M 2: Prometheus 22| 0[E{ & AIE 6l 2| Prometheus Hi X ‘44
> 84 3: Red Hat OpenShift ZLIE{Z] AEiuto| EotS 6T C|0|H 22)¢l HEZ &7

> §414: 9% DUEY £2 24T AL HlE2 47

o

Ol ofAlof M= L5t 20| S 15 A8l HIER! RXIE 722 HYSID E7|HQ HER AEZ|X|S 2 HAAHE =25
I,

./login-as.sh emma
./scripts/update-prod-smcp-2-optionl-prometheus.sh prod-istio-system

7IEF M ZER] 4301 T 27 HE = 2210 2|44 2| X E2(0f A =eld 4= AELICh =
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https://docs.openshift.com/container-platform/4.10/service_mesh/v2x/ossm-reference-jaeger.html#distr-tracing-deployment-best-practices_jaeger-config-reference
https://docs.openshift.com/container-platform/4.10/service_mesh/v2x/ossm-reference-jaeger.html#distr-tracing-deployment-best-practices_jaeger-config-reference
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-3-prod-basic-setup/README-add-prod-deployments.adoc
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#setup-tls-secured-istio-gateway-to-access-travel-agency-ui
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#setup-tls-secured-istio-gateway-to-access-travel-agency-ui
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#configure-prometheus-for-production
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#deploying-applications-in-production
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#setup-tls-secured-istio-gateway-to-access-travel-agency-ui
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#configure-prometheus-for-production

=l

-

&

LICH 1Z0ll M

P
Al

b

s
[SR=

|

ujo

ol

o

x
(o

9 X

2hs{ol 7

OEH:I
Ot7|

.

S
[l

P A H|A D] 1T 2] A A 31 XpAS] Y T2 A 0f| T

fLICE. O ol AJOf A C{AL OFF [HIE = Ch2 0t 22 MH|A O

10

2 HHA

X
Al

or

4

Bl &

o
S

A
T

MU A O+ S

> MH|A ZE SOl AE S B ELIEE

o

MH|A |3 of7[ =X 2%

SAME

FHE 22t R 74 oA

5,2

A8

I QA AE0]M B L

[m]
o gref gl

> QIR Exf

AEo2HM MH|A o 2

T=HN M| A o+ 282 tsa Z&Lth

=
<)

of 2 |

H S22 Elasticsearch 22 AH| 72 SOt M & LICH

o= H

~
7S]

[5%7FCIHd =

< Of7told LTt

SOLAFEIN, 0[S HDY 4 YT &

teze 7

e

<+

LT}

F

MY

=
=

i IHA|ABE AEE|X]|

o
[¢]

> Grafana: Grafanas 242 ¢
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./login-as.sh emma

./scripts/update-prod-smcp-3-final.sh prod-istio-system production
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/update-prod-smcp-3-final.sh#L112
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/update-prod-smcp-3-final.sh#L168
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/update-prod-smcp-3-final.sh#L140
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-3-prod-basic-setup/scripts/update-prod-smcp-3-final.sh#L194
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#final-service-mesh-production-setup
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-3-prod-basic-setup#verification--observability-usage
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Ol oM = 28 o XHE Travel by Keyboard2| 20| AZSH] MEZR H| =LA 7[2 E MS LI

S MZ2 7120 chigh 27 Afet F2l

Travel by Keyboard2| H|=L|A JHEf EI2 Q|5 ofgl ZZIQ| Global Travel Organization(GTO) 2| H|ZL|A 72 E A|ZHH&LICE
GTO+= Travel by Keyboard2| H MH|A EHQI0|M RQI{E Mg HULICE TS 22 7|& 27 AFY0| AZ &Lt

> GTO Of3ti TEH2 APIZ 3l Travel by Keyboard9| Of&t AH|A Eojolof HAZAEL|CE
> 9|7 Seto|ESt BE SHU2 mTLSE Soff +Y &Lt

o

> 327 JSON Web Token(JWT)E AH8SH= QIECE T F:7t Mot 20| FMg X|#efL|Ch

Global Travel Organization(2| %)

oA AL API
MH|A

O{HA T2 M AMH|A o4
(Red Hat OpenShift Service Mesh)

GTO
20|50l - '*" '

travel-portal travel-agency
[EEIES T ES L Amo|A

.
—
o .

travel-control
HAmo]A

ot
re

T2/ 3. APIE &8 GTO 0 T Lol H£et =~ Q= 7/50] Z8fEl Travel by Keyboard2| EFZI A1H|A Ojj] OF7[EIA]
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#requirements-focused-on-new-business-opportunity-setup
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Ol 2I2{[0|E{2) Emmar mTLSE Sol 2/ 20l A AL ME| A0 BHAS 2= UEF 3T} stio 2122 A HO|ERI0] A 2B XM
MAMS crobstL| o}

ocoo=2 ODbod .

1. AR 200Y 4+ AESE 22{AFH URLS L3t 20| gLt
export CLUSTER_API=<YOUR-CLUSTER-API-URL>

2. CI23H 20| Istio 22 2|AA, CARE 7| 9 Q1S A, 22I0|0E /M QIS A, HO|EQ0| 2|4

'

AS WaBLIC

cd ossm-heading-to-production-and-day-2/scenario-4-onboard-new-portal-with-authentication
./login-as.sh emma

# Add to SMCP production resource in prod-istio-system
additionalIngress:
gto-external-ingressgateway:
enabled: true
runtime:
deployment:
autoScaling:
enabled: false
service:
metadata:
labels:
app: gto-external-ingressgateway
selector:
app: gto-external-ingressgateway

./scripts/create-external-mtls-https-ingress—-gateway.sh prod-istio-system \
<OCP CLUSTER DOMAIN e.g. apps.example.com>

O|Z2M {22 gto-external-ingressgateway =, M| A0 CHSI TLS IHAA R HZ 2|4 A travel-api-gateway Istio
Tl MMEILICEH travel-api-gateway Istio TAE mTLS @7 AIStI HQst I3 M 9l 7|71 et A 2 "olgtL|Ct,

ATRE E3H 20l A2 XE |stio 7M, YAML >

& MEL Istio 7+ HYE

Ol AMH|A Tl ARXH(MHIA FHEXF HEH Q! Farid= M2 HO|ERI0]2] 20| MH|A Hi#Q AHg B8, 3™, =8 ofH
MH|AO| EESIE2 22 travel-api VirtualService Istio #A4S prod-travel-agency HQJAHO|AZ HiESH=

YFE GLEHLICh

./login-as.sh farid

./scripts/create-client-certs-keys.sh curl-client

./scripts/deploy-external-travel-api-mtls-vs.sh prod prod-istio-system

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://gto-external-prod-istio-system.apps.<CLUSTERNAME>.<DOMAINNAME>/flights/Tallinn
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-4-onboard-new-portal-with-authentication/images/route-gto-external-ingressgateway.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-4-onboard-new-portal-with-authentication/images/pod-gto-external-ingressgateway.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-4-onboard-new-portal-with-authentication/images/kiali-gw-gto-external.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-4-onboard-new-portal-with-authentication/images/kiali-travel-api-gw-gto-external.png
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#configure-additional-ingress-for-travel-agency-api-services
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#configure-additional-ingress-for-travel-agency-api-services
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https://access.redhat.com/products/red-hat-single-sign-on
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#use-jwt-authentication
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#setup-red-hat-signle-sign-on-server-rhsso
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1. Single Sign-On AHO|| CHEE FH| ZHE Craak 20| FARLICE

./login-as.sh phillip
./prerequisites-setup.sh <CLUSTERNAME> <BASEDOMAIN> (eg.for apps.ocp4.example.com \
prerequisites-setup.sh ocp4 example.com)

2. Red Hat Single Sign-On TLS QIZME istiod0l| CtS1t 20| OF2 ERSLICE

./scripts/mount-rhsso-cert-to-istiod.sh prod-istio-system production <CLUSTERNAME> <BASEDOMAIN>

&’ Aol Egllo|ofl Lt O1= 2 M Ko MH

4| 2H2{|0|E{2] Emma= gto-external-ingressqgatewayOll &M A S 4= /=2 RequestAuthentication gl
AuthorizationPolicy QEME MMS CEISH |CH RequestAuthentication LEHMEQS AL QIZ Sl ATt HN QF2
Red Hat Single Sign-OnOllAl & &%t JWTSH A 3HOf 8= Bt AuthorizationPolicy REMEO| A2 Red Hat Single
Sign-OnOll A HEe UWTZH R= % Z0[0{0F 2HL|Ct,

./login-as.sh emma

oc -n prod-istio-system apply -f approach_l/yaml/istio/jwt/01_requestauthentication.yaml

oc -n prod-istio-system apply -f \
approach_1/yaml/istio/jwt/02_authpolicy_allow_from_servicemesh-lab_realm.yaml

Ol 9fsfiA= gto-external ZZ % gto-external-ingressgatewayS Soif 2415 BE X0 TLS Q15 Aot Q&3
JWT7H ESE(0f A4 Z3E 2 S 5|0{0f SLICt,

3’ JWTE ALZ3H o{AL API HM|A HIAE
JWTS ALZ8H 9125 9l Hot B0IS MEAOH HIAES AAIS10] RE 20| 7|ch3l 2 THSSH=X| BQleHOf BLICt
1. CHS3H 20| S22t UWT7} SLOP OfSHAL AH| A0f CHN|AZ 4 BH=X| EOIBHICE

export GATEWAY_URL=S$(oc -n prod-istio-system get route gto-external -o jsonpath='{.spec.host}"')

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://SGATEWAY_URL/cars/Tallinn |jq

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://SGATEWAY_URL/travels/Tallinn |jq

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://SGATEWAY_URL/flights/Tallinn |ijq

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://SGATEWAY_URL/insurances/Tallinn |jq

curl -v -X GET --cacert ca-root.crt --key curl-client.key --cert curl-client.crt \
https://SGATEWAY_URL/hotels/Tallinn |jq

HTTP/1.1 403 Forbidden
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#create-requestauthentication-and-authorizationpolicy-to-allow-access-for-gto-external-user-gtouser
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-4-onboard-new-portal-with-authentication#access-gto-external-exposed-travel-agency-apis-with-jwt
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2. MERtgtouserdl| CHeE UWTE &
Sign-On 2210|¢E 25 MM S0l

AH
AR

$ILIC} bcd06d5bdd1ldbaaf81853d10a66aeb989a38dd51L2 0| GflA|2| Red Hat Single
| §O|=l CLIENT_SECRETQIL|LCE,

TOKEN=$(curl -Lk --data "username=gtouser&password=gtouser&grant_type=password&client_id=istio\
&client_secret=bcd06d5bddldbaaf81853d10a66aeb989a38dd51" \

https://keycloak-rhsso.apps.ocp4.rhlab.de/auth/realms/servicemesh-lab/protocol/openid-connect/token \
| jg .access_token)

echo STOKEN
3. CHS 1 20l UWTE AtESH gtouserE O AfH|A APIO] AN AZILICE

./scripts/call-via-mtls-and-jwt-travel-agency-api.sh prod-istio-system gto-external S$TOKEN

T2 5. GTO AFEAH= o8l A{H|A APIZ £ Travel by Keyboard2| AH|A0f A~ St 4= QgL CH
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/43a8c904f9e989d56ddfba8a95647f5f35ed3827/scenario-4-onboard-new-portal-with-authentication/prerequisites/yaml/rhsso/03_istio-client.yaml#L14
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> O3 W S8 M| A0 MM ASHY| ffslf =7PEQl Mot Fo He

MER Hot 7™ E &350 26 M| A 04| S Z2H5te] 7| CA 2 7 CAOll Wt M| L mTLS QISME 445t wHghL|Ct
Chs ME0M = QIS A, 7], 2IBM MRS ddott] ZR2EHM ME|A o AES S22 2[220] 715t HE Alets
d&eLct

SUS A2 XA 22X F2hH 2 Phillip2 Z2HM 2HH0ilM Bt 7Y CAN QISM dds Ut Eer 2
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Ctsah 0] 58 CIZME{2| 2 HES Thg, CARE, S 7| 8L 2IBM, HQl ISME ddgfLich

L ocod

cd ossm-heading-to-production-and-day-2/scenario-5-new-requlations-mtls-everywhere

2lAA BEX|E20M RE, 7|, ASME WE5t= S0l 2t XtMet XIH S HENR. =

o] 2m2l|0|E{Ql Emmats
C

HAES +Hots YRE

ZHEE ZoiQ/t H|o|E Z2(|210] 2T AHE Sl 2B M2 YFXIE =elst= A
localzt Z2 &AI0|O{OF BfL|CE

Rl
il
Rl
Bl
1]
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o
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—
%)
%)
c
(0]
H
o
1}
[}
—
c
%
-+
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H

1. CHE3 20| 7|2 MH|A i3] S Mol HFAIE el

./login-as.sh emma
oc get -o yaml secret istio-ca-secret -n prod-istio-system | grep ca-cert | awk '{print $2}' | \
base64 -d | openssl x509 -noout -text
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-5-new-regulations-mtls-everywhere/README-create-ca-root-and-intermediate-key-certs.adoc
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#requirements-focused-on-authorization-and-corporate-security-setup
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#implement-mtls-across-all-services
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#create-corporate-ca-and-certificate-for-intramesh-mtls-for-production
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#modify-the-production-smcp-tenant-to-use-the-corporate-based-ca-intermediate-ca-and-chain-certificates
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tol S|}

[y=|

oc exec "$(oc get pod -1 app=istio-ingressgateway -n prod-istio-system -o \

jsonpath={.items.

.metadata.name})" -c istio-proxy -n prod-istio-system -- openssl s_client \

-showcerts -connect $(oc get svc istiod-production -o jsonpath={.spec.clusterIP}):15012

3. L33 20| ZE ZH SO AE

HF

S M LZAt

U
ot

FOIstL|CE,

e

oc exec "S(oc get pod -1 app=hotels -n prod-travel-agency -o jsonpath={.items..metadata.name})"

-c istio-proxy -n

$S(oc get svc disc

prod-travel-agency -- openssl s_client -showcerts -connect \
ounts -o jsonpath={.spec.clusterIP}):8000

0|0{X| ca-cert.pem, ca-key.pem, root-cert.pem, cert-chain.pem 2 ItAS I oSt= cacertste AT E
MMBIL|CH =7t H 2 = Red Hat OpenShift =R HIE|O| M| A &olet 4= QUELICE

4. CtS1F 20| cacerts

oc create secret ge

=& dgst o= o3 FItelLch

neric cacerts -n prod-istio-system \

-—from-file=ca-cert.pem=certs-resources/intermediate/certs/intermediate.cert.pem \
—-—from-file=ca-key.pem=certs-resources/intermediate/private/intermediate.key.pem \

—-—from-file=root-
—-—from-file=cert-

O| IAlOIN ERTE HE2 CF
> intermediate.cert

> intermediate.key.p

cert.pem=certs-resources/certs/ca.cert.pem \

chain.pem=certs-resources/intermediate/certs/ca-chain.cert.pem

St ZsLt.

.pem(ca-cert.pem): 7t CAS| 2IZ A

em(ca-key.pem): 57t CA QIE A2 7|

> ca.cert.pem(root-cert.pem): FE CA QS A

> ca-chain.cert.pem(cert-chain.pem): & QIEME 2 F Lest= K|

MHE|A Hi+ AEE S21QI0[ 7|2H22 Y dots istio-system—ca 22 QI istiod7t AME{ZLEO|= QS A
& LXI5H7| fl6l 0] Y= E MAHS ST

un

Y2 Mejy

5. Ct21} 20| istio-system-ca Y= 2 HAHEL|CE.

oc get secret istio-

ca-secret -n prod-istio-system -o yaml > istio-ca-secret-default.yaml

oc delete secret istio-ca-secret -n prod-istio-system

6. Ct213} 20| cacerts &

# Add in production
security:

\

SE prod-istio-system |YAHO|AS T2HM AH|A Ol HEZE Z2I|Ql 2[AA0| =IFEL|CY

SMCP in prod-istio-system

certificateAuthority:

type: Istiod
istiod:

type: PrivateKey

privateKey:

rootCADir:

/etc/cacerts
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https://docs.openshift.com/container-platform/4.10/service_mesh/v2x/ossm-security.html#ossm-cert-manage-add-cert-key_ossm-security
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7. CI23 20| ZHEZ Z2)Ql istiod®t H/O|EQ|0| EEZ CHA| A|ZFSfL|CE,

oc -n prod-istio-system delete pods \

-1 'app in (istiod,istio-ingressgateway, istio-egressgateway,gto-external-ingressgateway)'
oc -n prod-istio-system get -w pods
8. Ct31t Z0| HO|E] 2|9l ILE S ChA| AJRIRILICE

=

oc -n prod-travel-control delete pods --all
oc -n prod-travel-agency delete pods --all
oc -n prod-travel-portal delete pods --all

9. C}2 1 Z0| cacerts & ZX}7t Issuer: C = GB, ST = England, L = London, 0 = Travel Agency Ltd, OU
= Travel Agency Ltd Certificate Authority, CN = Travel Agency Ltd Root CAQIX|ZtQIBtLICt

oc get -o yaml secret cacerts -n prod-istio-system | grep ca-cert | awk '{print $2}' \
| base64 -d | openssl x509 -noout -text

10.C0|H Z&i|Q! S4I12| B0 MER 7Y ABME |XI==X] &eleL|Ch
./verify-dataplane-certs.sh
. HES S0 SUC| B0l MER 7Y B ME |X|==X] &elgL|Ch

./verify-controlplane-certs.sh

&’ EH MH|A0] CH3ll STRICT mTLS H| g3}
HEIA Do) M A= YR AR EE XM mTLS 9 EME HZ87LE mTLSS XIRSHA| 42 4 USLICH MHlA K4S
PA310{ 0|21t Aghe K2l 4 ULct

Xt MH|A0f et mTLS HIZHMSHE 218 XhMet 2 &0] 2211 2| ZX|E2|of Zete|of JAELITE

[==) AN

2

22 Hoh o S S| 2l Mz R Mot R0 FHE AHEILICE O] A[of M= Bl RTH2|0|E{ (Emma)2t =0
2R XH(Cristina 3! Farid)7t 2 At2f] 8 HIZL|A Q1 AFetol el S8 AMH| A0 THEE AMAS FSrefLot.

Mot 2ofofl 2ot MM BE = Istio T RUE|O| Mol HZELICE >

& 7|18 Mgt o] M gol

inl
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https://travel-prod-istio-system.apps.<CLUSTERNAME>.<BASEDOMAIN>/
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#testing-with-mtls-strict-and-disable-services
https://istio.io/latest/docs/tasks/security/authorization/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#testing-with-mtls-strict-and-disable-services
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#implement-new-authz-policies
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#service-mesh-default-authz-policy-is-allow-all-communications
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2. tH30 20| AT EES HAHBI0] LIHX| SIS HIAERILICY,

./scripts/check-authz-all.sh ALLOW prod-istio-system <CLUSTERNAME> <BASEDOMAIN> \
<CERTS_LOCATION> (CERTS_LOCATION ../scenario-4-onboard-new-portal-with-authentication)

EH0llz ZE SUO| 7[2H2Z 518k = A2E HA||0{0F LT

Authorization prod-istio-system --> prod-travel-agency

[ALLOW] gto-external-ingressgateway --> travels.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> cars.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> flights.prod-travel-agency
[ALLOW] gto-external-ingressgateway —-—> insurances.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> hotels.prod-travel-agency

Authorization prod-travel-control --> prod-travel-agency

[ALLOW] control.prod-travel-control --> travels.prod-travel-agency
[ALLOW] control.prod-travel-control --> cars.prod-travel-agency
[ALLOW] control.prod-travel-control --> flights.prod-travel-agency
[ALLOW] control.prod-travel-control --> insurances.prod-travel-agency
[ALLOW] control.prod-travel-control --> hotels.prod-travel-agency

Authorization prod-travel-portal --> prod-travel-agency

[ALLOW] viaggi.prod-travel-portal --> travels.prod-travel-agency
[ALLOW] viaggi.prod-travel-portal --> cars.prod-travel-agency
[ALLOW] viaggi.prod-travel-portal --> flights.prod-travel-agency
[ALLOW] viaggi.prod-travel-portal --> insurances.prod-travel-agency
[ALLOW] viaggi.prod-travel-portal --> hotels.prod-travel-agency

Authorization prod-travel-agency --> prod-travel-agency

[ALLOW] travels.prod-travel-portal --> discounts.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> cars.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> flights.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> insurances.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> hotels.prod-travel-agency

&’ B5 A& (deny-all) B4 Mg
MH|A B4 2ot2 2/ 2 At M 7[2-HE IiE (default-deny pattern)S AFEBILICEH 4Z0| M= gto-external-
ingressgatewayE E%t @HE 5|2 = authpolicy-gto-external 2|AAE ZHMELICL O|HlE 7|2HOZ2 HE
2™ HEStD Mot 2o Ao X E @F 0 5SS LICH = o A XH(H ZHE R 2l Faridet Cristina= 0[2{ 2t
HE AMYE 7Y 2


https://istio.io/latest/docs/ops/best-practices/security/#use-default-deny-patterns
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#apply-deny-all-best-practice-pattern
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1. Ch31 20| prod-travel-controld} prod-travel-agency HATHO|AN 7|2-HE THEHS HETILICT.

cd ossm-heading-to-production-and-day-2/scenario-5-new-requlations-mtls-everywhere
./login-as.sh cristina

oc apply -f authz-resources/0l-default-deny-travel-portal-access.yaml
./login-as.sh farid

oc apply -f authz-resources/0l-default-deny-travel-agency-access.yaml

2. Y EHEIRNE ES UM AT HRE[=X| ZoIstLICE CHS 232 22|51 RBAC: access denied2h= HIAIX| 7} EA|Z[0fof

=

https://travel-prod-istio-system.apps.<CLUSTERNAME>.<BASEDOMAIN>/
3. CI33 20| AFEHEE MBI LIHX| S¢S ZelegfLith

= -k

./scripts/check-authz-all.sh DENY prod-istio-system <CLUSTERNAME> <BASEDOMAIN> \
<CERTS_LOCATION> (CERTS_LOCATION ../scenario-4-onboard-new-portal-with-authentication)

£330z ZE SO 7|2HOZ HEEE AR HAZ[0{0F LT

Authorization prod-istio-system --> prod-travel-agency

[DENY] gto-external-ingressgateway -->
[DENY] gto-external-ingressgateway —-->
[DENY] gto-external-ingressgateway —-->
[DENY] gto-external-ingressgateway -->
[DENY] gto-external-ingressgateway —-->

Authorization prod-travel-control -->

travels.prod-travel-agency
cars.prod-travel-agency
flights.prod-travel-agency
insurances.prod-travel-agency

hotels.prod-travel-agency

prod-travel-agency

[DENY] control.
[DENY] control.
[DENY] control.
[DENY] control.
[DENY] control.

Authorization

prod-travel-control -->
prod-travel-control -->

travels.prod-travel-agency
cars.prod-travel-agency

prod-travel-control --
prod-travel-control --
prod-travel-control --

prod-travel-portal -->

> flights.prod-travel-agency
> insurances.prod-travel-agency

> hotels.prod-travel-agency

prod-travel-agency

[DENY] viaggi.
[DENY] viaggi.
[DENY] viaggi.
[DENY] viaggi.
[DENY] viaggi.

Authorization

prod-travel-portal -->
prod-travel-portal -->
prod-travel-portal -->
prod-travel-portal -->
prod-travel-portal -->

prod-travel-agency -->

travels.prod-travel-agency
cars.prod-travel-agency
flights.prod-travel-agency
insurances.prod-travel-agency
hotels.prod-travel-agency

prod-travel-agency

[DENY] travels.prod-travel-portal -->
[DENY] travels.prod-travel-portal -->
[DENY] travels.prod-travel-portal -->
[DENY] travels.prod-travel-portal -->
[DENY] travels.prod-travel-portal -->

tot

KialiS St S4 HHS AZHOZ &oIF 45 9

J

discounts.prod-travel-agency
cars.prod-travel-agency
flights.prod-travel-agency
insurances.prod-travel-agency

hotels.prod-travel-agency

gLt >
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/images/DENY-ALL-KIALI.png
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Prod-travel-control H|2IAHO|A

E{1Ql Emma= CH2 2 20| 7|2 istio-ingressgatewayE S5 AH|A 0|4]0] UM AL & QIEE S St=

./login-as.sh emma

oc apply -f authz-resources/02-travel-portal-allow-external-traffic.yaml

I

e Q) ARQXK(O4 HE X QI Cristina= istio-ingressgatewayOiAf Ol LEO]| MM AT &4 QUL 2 5|28=
£ BEstL|Ct T % } 20| istio—inqressqatewayﬂ DE ZZ20|A é%% [R=3 fEE AHst0, FH|Ql cluster.
al
A

./login-as.sh cristina
oc apply -f authz-resources/02-travel-portal-allow-istio-ingressgateway-traffic.yaml

o4t L& QIE{HO| A0 CHEt MM A= H X LHZ 2 REIL|CH M 43St ZdX2] https://travel-prod-istio-system.
apps.<CLUSTERNAME>. <BASEDOMAIN>/ Eot HZS HAEY 4= JUSLICH

O{H MH|A ol

ofgtl MH|A =0l AQXp (M4 JHEXF HEHQ! Faride GTOZt AAM @8 +8E 4~ Q-2 gto-external-
ingressgatewayO||A travels.prod-travel-agency, hotels.prod-travel-agency, cars.prod-travel-
agency, insurances.prod-travel-agency, flights.prod-travel-agency A{H|AO| HMAT &= QIE 2 5| 25t=
AR E hotstL|ct, ot MM e BE 9 FH|(requestPrincipals [* )0 Cigt 2= ZR20|M gto-external-
ingressgatewayO SEY 5= UYL E S{EEMSLICE O] MM M= FH|Ql cluster.local/ns/prod-istio-system/
sa/gto-external-ingressgateway-service-accountPtO| prod-travel-agency HRAAHOIAE SES £ QL=
Si8gL k.

1. TS 20| GTOO thet HHA S 1 ElLT.

./login-as.sh farid
oc apply -f authz-resources/03-gto-external-travels-to-travel-agency-allow.yaml

ot

2. GTOOIM oS HAMBE= 20| S8 = =X| &l L|Ch CrS3t 20| “R=BIX| 42 HA"0[2t= AFRIE ZRHE HTTP 500
FerLch

272 2480

TOKEN=S$(curl -Lk --data "username=gtouser&password=gtouser&grant_type=password&\
client_id=istio&client_secret=bcd06d5bddldbaaf81853d10a66aeb989a38dd51" \
https://keycloak-rhsso.apps.ocp4.rhlab.de/auth/realms/servicemesh-lab/protocol/openid-connect/
token \

| jg .access_token)

. ./scenario-4-onboard-new-portal-with—-authentication/scripts/call-via-mtls—-and-jwt-travel-agency-api.
sh \
prod-istio-system gto-external S$TOKEN
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https://istio.io/latest/docs/reference/config/security/authorization-policy/#Source
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#apply-business-justified-authorization-policies
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3. GTOZRE O HN AT} AIIEACE 2 403 2F = O 0| X[ 2 0| HTjS 1 AELICH Kialio] M SIS HASHAI K.

gto-external-ingressgatewayOllA| x.prod-travel-agencyZ22 REO| S E|UX|2t S2H MH| AN M mysqgldb
MH|AZO| HZAES S E|X| 0o SHL|CE, O|0f| T8 M= flights-vl Y FR2E9| istio-proxy 2 10|A Ztolst &

AELIC.

. ZH|@l cluster.local/ns/prod-travel-agency/sa/default”f prod-travel-agencyU|2AHO|AS SESIEE
512517| 23l prod-travel-agency WA O|A Ly EAI2 s{TiL|CT

./login-as.sh farid
oc apply -f authz-resources/04-intra-travel-agency-allow.yaml

. LIS 20| #A GTOO M| of el Z4A0] 512 El &EHRIX]

ot

rolgfL|ct.

TOKEN=S$(curl -Lk --data "username=gtouser&password=gtouser&grant_type=password&\
client_id=istio&client_secret=bcd06d5bddldbaaf81853d10a66aeb989a38dd51" \
https://keycloak-rhsso.apps.<CLUSTERNAME>.<BASEDOMAIN>/auth/realms/servicemesh-lab/protocol/openid-connect/
token \

| jg .access_token)

. ./scenario-4-onboard-new-portal-with-authentication/scripts/call-via-mtls—-and-jwt-travel-agency-api.
sh \
prod-istio-system gto-external S$TOKEN

. CHS 3 o] HJAH 0| A L9l S

S

= HIAEDLCL

./scripts/check-authz-all.sh 'ALLOW intra' prod-istio-system <CLUSTERNAME> <BASEDOMAIN> \
<CERTS_LOCATION> (CERTS_LOCATION ../scenario-4-onboard-new-portal-with-authentication)

Z£30= YOI EE S&l Hot F0{7F HA|Z|0{0F LT

Authorization prod-istio-system --> prod-travel-agency

[ALLOW] gto-external-ingressgateway -—> travels.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> cars.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> flights.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> insurances.prod-travel-agency
[ALLOW] gto-external-ingressgateway --> hotels.prod-travel-agency

Authorization prod-travel-control --> prod-travel-agency

[DENY] control.prod-travel-control --> travels.prod-travel-agency
[DENY] control.prod-travel-control --> cars.prod-travel-agency
[DENY] control.prod-travel-control --> flights.prod-travel-agency
[DENY] control.prod-travel-control --> insurances.prod-travel-agency
[DENY] control.prod-travel-control --> hotels.prod-travel-agency

Authorization prod-travel-portal --> prod-travel-agency

[DENY] viaggi.prod-travel-portal --> travels.prod-travel-agency
[DENY] viaggi.prod-travel-portal --> cars.prod-travel-agency
[DENY] viaggi.prod-travel-portal --> flights.prod-travel-agency
[DENY] viaggi.prod-travel-portal --> insurances.prod-travel-agency
[DENY] viaggi.prod-travel-portal --> hotels.prod-travel-agency
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Authorization prod-travel-agency --> prod-travel-agency

[ALLOW] travels.prod-travel-portal --> discounts.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> cars.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> flights.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> insurances.prod-travel-agency
[ALLOW] travels.prod-travel-portal --> hotels.prod-travel-agency

7. 22 T0Q AQXK(MI4] WA HENQ! Farids CH21f 200] A9l cluster.local/ns/prod-travel-portal/sa/
default”t prod-travel-agency UQAHO|AS SESIEE 5ELY 4= USLICEH

./login-as.sh farid
oc apply -f authz-resources/05-travel-portal-to-travel-agency-allow.yaml

A3t 0] ZH 2ol
MO HEE Mot 20 HAME 0] 0f|A] 2HF LHO|A H|ZL|AO| Mgttt AZE SRIMSLICH

T8l 6. HI=L|A0 Hgtet AZ S Zatet Mot 2of O Kiali A2 2f

Ol #+42 O] ZollM A|Z3t 2= & E(allow-all) Mt CHEL|CH O3] 2I2{| 0Bl Emma= E21F 20| travel-portal-

control HIYAMHO|AT} travel portal-agency U|AHO| A0 OS] B A 4= GP=X| GRS =l 5= AFLICE

./login-as.sh emma
./scripts/check-authz-all.sh 'ALLOW intra' prod-istio-system <CLUSTERNAME> <BASEDOMAIN> \
<CERTS_LOCATION> (CERTS_LOCATION ../scenario-4-onboard-new-portal-with-authentication)
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#non-business-justified-authorization-blocked
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(S THEL| TEO i3 A4 A3t 50) M3 M2
O of| |0l A Travel by Keyboard®| H|ZL|A JHH EI2 I E Q] GTORIS| HIXL|A A[oF2 OHR2IX|YSLICH BUHOZ GTOE
HAALAPIE Sl &3 Sl B8 MH|A0| 2Fef RI|E S 4 UA| ElLICE O] AE0l| M= 0218t H| =LA Aol SH3 Mot 20
HMS BT M4 RTHO|EQl Emmas AEX Q! #ot 2o MM A4S SHEetL|Ch
1. C}23} 20| notPaths A2 A28l /flights X /insurancesZ &/2/8t Z= Z 20| L8 gto-external-
ingressgatewayOll A A|ZtE|= E4 2

[

mjo
N
It
oot
I
=l

./login-as.sh emma

oc apply -f authz-resources/06-gto-external-travels-only-flights-insurances-paths-allow.yaml

2. 9% SHIE HEO| 185X ob= &ENQIX| RlITLCE
./scripts/verify-fine-grained-authz.sh prod-istio-system <CLUSTERNAME> <BASEDOMAIN> \
<CERTS_LOCATION> (CERTS_LOCATION ../scenario-4-onboard-new-portal-with-authentication)

[DENY] GTO --> /travels
[DENY] GTO --> /cars
[ALLOW] GTO --> /flights
[ALLOW] GTO --> /insurances
[DENY] GTO -—> /hotels

T 701 = O OAIE flet 2|F 215 & et R0 g2 EHSL T

4

Global Travel Organization(2|5)

CIAL API J

N
2

O{HAL T2 E{M MH|A o4
(Red Hat OpenShift Service Mesh)

" GTO

E

travel-portal travel-agency
EIEIES ([VES HdAmoj&

Voyages.fr 7“
travel-control =4

E[RIES ([ ES Viaggiit

R =

Il
D
3
=
9]
ofm
=
m
p=o)
-l
R
re
O
x
mH
ro

33


https://istio.io/latest/docs/reference/config/security/authorization-policy/#Operation
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-5-new-regulations-mtls-everywhere#apply-fine-grained-authz-for-external-gto-portal
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O{HAL API
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(Red Hat OpenShift Service Mesh)
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Aoi=ol . '*" '

travel-portal travel-agency
HJAHO|A EIETES ¢ [ ES

Voyages.fr
travel-control .
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THE L] AH|A 03]
(Red Hat OpenShift Service Mesh) v

uri: /insurances/Berlin
uri: /insurances/Dublin
uri: /insurances/London
uri: /insurances/Munich
uri: /insurances/Paris
uri: /insurances/Rome

partner-broker U|QAMHO[A

HH <
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-6-partner-agency-multi-mesh#requirements-focused-on-new-business-partnership-setup
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S’ OEL] 28 AH|A HYE
MX Super Insurancel| A|AE! LHOA AHIA D4 74 @ AS HYIE 3! 2MS{0F ZfLICH 2|2 X2 Travel by KeyboardE /31
MO A0t QASE MH|A B4 Fe 3 MQls XL A AIE| 20| X AFEAL RE L BRSOk 5HX| T, o 7[0f| 1 Of2{ %t HHAIE

22 AE 22| Xt A (Phillip) 2 &SI & LICE
SHAE Xt A2 LSS et B MH|A O3 71 Q4 B Z S FEefLCh

> partner-istio-system HQLAHO|ANA ME|A B4 HEE

MH

2o MEL] 2|AA HYE

> premium-broker UJAHO|AS WESH O] HIYAHO|A0] Chet MBI A o+ HHYS THEL O MH|A T2 HEE
Sd[elol =7t

> premium-broker HQAHO|ANAM 23 Mb|A HYE
> premium-broker WA O|AOAM EHE MH AR EB|Tl 2}2E&! 23|
> EE{EO| IIE Y MH|AR 2t EE=X| 2ol

O oflA[0f M= O] ZE EHAS S Ch3 3k 20| ATZEE A A LICH

cd ossm-heading-to-production-and-day-2/scenario-6-partner-agency-multi-mesh
./login-as.sh phillip

./create-premium-insurance-broker.sh <PARTNER INSURANCE NAMESPACE> \
<PARTNER ISTIO CP NAMESPACE> <CLUSTER.DOMAIN eg. apps.ocp4.rhlab.de> <PARTNER SMCP NAME>
./create-premium-insurance-broker.sh premium-broker partner-istio-system \
<CLUSTER.DOMAIN eg. apps.ocp4.example.com> partner

0 2FYE EY HE27 DIEL0|A| 2t E

CFZ2OZ, Travel by Keyboard°| AAEI0] QPN HOlEl (0| SXMX|of thet EY @82 £2(5t0 Super Insurance 2
YOI E PMSIUSLICEL 0|2 Y = e M 7HK| M2 Chgat Z5LICH Ol & 24 & ofE2(2|0| 82 HEsHof 5h= AR
=i
> 2M1:Non-mTLS & H¥ MH[A S &
O] M2 VvirtualService Sl DestinationRule 2|AA S M E810] EEfT S 1A MH|A QX2 2tLEISH D 21AH M|
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https://istio.io/latest/docs/reference/config/networking/virtual-service/
https://istio.io/latest/docs/reference/config/networking/destination-rule/
https://www.wonderingtechie.com/post/2022/ossm-security-with-mtls-for-egress-edge-traffic/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-6-partner-agency-multi-mesh#option-3-federation-between-production-and-partner-mesh
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-6-partner-agency-multi-mesh#deploy-the-partner-premium-broker-insurance-services
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-6-partner-agency-multi-mesh#routing-requests-to-premium-insurance-broker-partner
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> HC2(0|FE AZES 2ol Z2HM MH|A T3 HEE S22l 2|22 5 YH|O|ESIH F 71| 37t 0| E90|(par tner—-mesh-
egress 3! partner-mesh-ingress) A%

> H{[0|MEl HES QI MEL MH|A O HEE S8
mesh-egress 3 production-mesh-ingress) ¢

2l 2[AA S YOOI ESIO] = THS| 27} A|0| ESII0|(production-

> Zhof|4|of| A A 2Ol istio-ca-root-certE =
INE
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Edll) prod-travel-agency HATHO|AZ 717
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./scripts/option-3-execute-federation-setup.sh <1_SMCP_NAMESPACE> <1_SMCP_NAME> \
<2_SMCP_NAMESPACE> <2_SMCP_NAME> <PREMIUM NAMESPACE>

./scripts/option-3-execute-federation-setup.sh prod-istio-system production partner-istio-system \
partner premium-broker
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https://docs.openshift.com/container-platform/4.10/service_mesh/v2x/ossm-federation.html#ossm-federation-config-export_federation
https://www.wonderingtechie.com/post/2022/ossm-security-with-mtls-for-egress-edge-traffic/
https://www.wonderingtechie.com/post/2022/ossm-federation-scripted/
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4. 2|AA {ET|7F SHEE T

5. Envoy7t M & #E(ACK)U =71

6. 7140| 7|cHst CHZ Envoydll EA|ERA=TF?

7. istiod(Pilot) 21 QF 7t & =I}?
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#important-troubleshooting-questions-to-ask
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OiZ2(#(0|HE 2 B AEXL RYO0| I Ao ArET = A= S0il tholi M X Olslistiof LT, O] HAl0A = CtE 2t 22 i+

TN QAE ZSHEROZ M EASLICH

> O3 2 0|Sst= EE S 5185t= QaR|A 18 @4 O] OA|0A = istio-ingressgateway®t gto-
ingressgateway”} north QIHIRE Z210|1E EZHIE 2851 partner-mesh-ingress= H|E2{|0| MEl west
ClHIRE Ezim g 2utatLct,

> 4] QR R 0|SSt= EZfT S 5{2ot= 0| J8||A M 4. 0| A0l istio-egressgateway= south OfRHIR2E
Ezjm g 245t partner-mesh-egress= HE2|0|MEl east OFRHIR2E ERfTS S8EHL|CH

> & ofiS2|AH[0]d #E|0]H < O“ﬂ9§ 0|S3t= TCP, HTTP, HTTP/2, GRPC' EE IS 712 A& istio-proxy AIO|EF}

0| (T {2 LEQI 2} LE0f| SHLEAY)

> Eafjm Hot XN 52 2ol tl4 A4S M= istiod 1M 24

MHIA H|2 Q] =2 XY & & 7K = O|4/0f it HMA S EX|SHD Htst= Red Hat OpenShift HIEX 3 HME ME3sH=
0 ME|A B4 istio-proxy AO|EFIE SSHADH ZF LEOf| AN AL > JUEZ |P E|O|E ES CHA| 24 sH= AYLICE
NetworkPolicy 2|AAE 0|8 YMs7| 2/sf M2 He| Sl HEIHHASE MEE 4= ASLIC

HIEQ 3 F&of chot XpM[EE LHE2 TSt 22 Red Hat OpenShift TR HE| 0| M0l A =ole o~ UELICH
> ZE|E|HA|QF S2{AF HA|of |+ ZX| 2t H|w

> 4] UEY 3 Xof| cizt ofsh

v
Mo
=
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HES A 47

HEE EY A HER

——

O] G A|0f| A= prod-istio-system L{|JAHO|AOM CHS T} 22 NetworkPolicy 2[AA T ME L UELICE

H 5.prod-istio-system | QAHO|AE 2|8t NetworkPolicy 2|AA OfEE|FH| 0| M

-I-

0|8 ZC MEf7)

gto-external-ingressgateway app=gto-external-ingressgateway,istio=ingressgateway

istio-expose-route- maistra.io/expose-route=true

production

istio-grafana-ingress app=grafana

istio-ingressgateway app=istio-ingressgateway,istio=ingressgateway
istio-istiod-production app=istiod,istio.io/rev=production

1 Transmission Control Protocol(TCP), Hypertext Transfer Protocol(HTTP), HTTF/2, Google Remote Procedure Call(GRPC)
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https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-architecture.html
https://docs.openshift.com/container-platform/
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-vs-community.html#ossm-mt-vs-clusterwide_ossm-vs-istio
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-traffic-manage.html#ossm-understanding-networkpolicy_traffic-management
https://docs.openshift.com/container-platform/4.11/service_mesh/v1x/prepare-to-deploy-applications-ossm.html#ossm-config-network-policy_deploying-applications-ossm-v1x
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#understanding-what-is-involved
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app.kubernetes.io/instance=jaeger-small-production,
app.kubernetes.io/managed-by=jaeger-operator,
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istio-kiali-ingress app=kiali
istio-mesh-production <none>
istio-prometheus-ingress app=prometheus
partner-mesh-ingress app=partner-mesh-ingress,

federation.maistra.io/ingress-for=partner-mesh-ingress,
istio=ingressgateway
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https://istio.io/latest/docs/ops/deployment/requirements/#ports-used-by-istio
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#checking-configurations
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istioctl analyze

2. MH|A 0|#] Envoy ZEA[0f Ciot HM MH|AC| XDS Z2EZ0| HEZ Z2)01 1} H|o|&] Z2fQ) ZHof| 7|3tz QLR

AN
stolghL|ct,

istioctl proxy-status istio-ingressgateway-6b948db88c-2sqth -i prod-istio-system \
-n prod-istio-system

rr

Cl
ol

istioctl proxy-status -i prod-istio-system -n prod-istio-system

1. KialiE ArEdH ZF WY ATHO| A Istio A2 AlZetot BE A LRE =elgiL|ct

2. 7|t H 8 Aot = AHEO Y| I =TtHEl R E 49| ServiceMeshControlPlane 2[AA S I 2= Ui E
SHOIRILICE Istio TEA| F=A40]| 2ot XtA|E LIE2 Istio EAIO|E2Q} Red Hat OpenShift =7 HIE|| 0] M0f| A OISt 4~
olALICH >
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4. PrometheusE AI2dl EcfT QY 23 2H|7F AU=X| 2QIBtLICt istio_agent_pilot_duplicate_envoy_clusters
Sl istio_agent_pilot_destrule_subsets HEZI0| OELC} 2X| &Ql5l 1, T2 0B Z =oIgtL|C} 0|& A 31H “ho
healthy upstream(¥= ot AEZI0| §18)"C 2 Bk = 2NVt A& = 227t BE&LIch

-

5. Kiali = istioctlE Ao ZE TE MUH[A L& TEQ MEE |stio 142 M BfLICH
> KialiollAl, 22 MM0M B0 A2 YJIZ=E MEfBiL|Ct
» C}23} 20| istioctl CLIOIA describe H{HHEZ AFREIL|CH

istioctl experimental describe pod cars-v1-594b79cfbf-wlcg9.prod-travel-agency -i \
prod-istio-system -n prod-travel-agency

M Y EM YU CHE HE2 ._Ef 2| ZX|E [0l ol 4= QUELICE Istio =7 HE| 0[] Envoy 3! Istiod C|HZ
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https://kiali.io/docs/features/configuration/
https://istio.io/latest/docs/reference/config/annotations/
https://docs.openshift.com/container-platform/4.9/service_mesh/v2x/prepare-to-deploy-applications-ossm.html#ossm-sidecar-injection-env-var_deploying-applications-ossm
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/prepare-to-deploy-applications-ossm.html#ossm-validating-sidecar_deploying-applications-ossm
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#configuration-analysis-deep-dive
https://istio.io/latest/docs/ops/diagnostic-tools/proxy-cmd/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#what-configurations-and-where-have-they-been-applied
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#configuration-analysis-deep-dive
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#have-the-configurations-been-applied
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https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-troubleshooting-istio.html#troubleshooting-operator-installation
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-troubleshooting-istio.html#troubleshooting-the-control-plane
https://kiali.io/docs/features/health
https://kiali.io/docs/features/details/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#health-checking-the-dataplane
https://istio.io/latest/docs/reference/config/metrics/
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#health-checking-the-dataplane
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/service_mesh/index#enabling-envoy-access-logs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.11/html-single/service_mesh/index#enabling-envoy-access-logs
https://github.com/skoussou/openshift-service-mesh-application-troubleshooting/blob/main/TROUBLESHOOTING-ACTIONS.adoc#appendix-f-envoy-logs-parsing
https://github.com/skoussou/openshift-service-mesh-application-troubleshooting/blob/main/TROUBLESHOOTING-ACTIONS.adoc#appendix-e-response-flags
https://docs.openshift.com/container-platform/4.10/networking/ingress-operator.html#nw-configure-ingress-access-logging_configuring-ingress
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-5-new-regulations-mtls-everywhere/scripts/verify-controlplane-certs.sh
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-5-new-regulations-mtls-everywhere/scripts/verify-dataplane-certs.sh
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/blob/main/scenario-5-new-regulations-mtls-everywhere/scripts/verify-dataplane-certs.sh
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#health-checking-the-controlplane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#health-checking-the-dataplane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#security-health-checking
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-7-mesh-troubleshooting#checking-runtime-health--security
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ksniff HRLIE| ES A8l E2H +F0A TLSIt O HA 02 HEE=X] =ele = AFLIC

WORKLOAD="istio-egressgateway-8598cbf7cb-nl68z"
NAMESPACE="istio-system-eqressgw-mtls-client"
oc sniff SWORKLOAD -p -n SNAMESPACE -o output.pcap

2 I Mof RS LMY 2 Rl 2H 0] i3t istiod 1 HOIFLIC OIS Soi, of2fel 21 BHES E7HCA 717t
UHS2 HSE 0] s FP B YKol RS LoEL,

2022-09-16T11:50:06.830472Z error failed to create discovery service: failed to create
CA: failed to create an istiod CA: failed to create CA KeyCertBundle (failed to parse private
key PEM: failed to parse the RSA private key)

Error: failed to create discovery service: failed to create CA: failed to create an istiod CA:

failed to create CA KeyCertBundle (failed to parse private key PEM: failed to parse the RSA
private key)

o &o| A

Istio =R HE[O|M: Envoy 7|8t FH 2 ofH WA lO = XF3}LIR?

F

Istio =7 HEO|M: Envoy % Istiod C[HHZ
Red Hat Developer: MH|A |3 ERE#E &
Red Hat Customer Portal: OpenShift 42t & H 7{ FLIE| ksniffE AFEsH ZE L0l A THZ! 24K

Red Hat Customer Portal: Sl EB{E4E £A OpenShift Service Mesh 2.x
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https://asciinema.org/a/361823
https://istio.io/latest/about/faq/#how-envoy-based-tracing-works
https://istio.io/latest/docs/ops/diagnostic-tools/proxy-cmd/
https://acidonper.github.io/rh-service-mesh-v2-troubleshooting/rh-service-mesh-v2-troubleshooting/07-tools.html
https://access.redhat.com/ko/articles/5436111
https://access.redhat.com/ko/articles/6802731
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#sizing-the-data-plane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#what-to-monitor-in-the-data-plane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#data-plane-tuning-advice
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#tuning-for-high-throughput-demands
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#sizing-the-control-plane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#istiod-sizing
https://istio.io/latest/docs/reference/commands/pilot-discovery/#metrics
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/ossm-deployment-models.html
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#sizing-the-control-plane
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#istiod-metrics-to-monitor
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#istiod-tuning-advice
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#observability-stack-sizing
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#prometheus-sizing
https://istio.io/latest/docs/concepts/observability/#proxy-level-metrics
https://istio.io/latest/docs/reference/config/metrics/
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-8-mesh-tuning#tuning-across-service-mesh-layers
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https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html#ossm-versions_ossm-upgrade
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html#how-versioning-affects-service-mesh-upgrades
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html#how-versioning-affects-service-mesh-upgrades
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/servicemesh-release-notes.html#new-features-red-hat-openshift-service-mesh-version-2-2-3
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html#upgrading-control-plane
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#service-mesh-versions
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#the-ossm-operator-version
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#the-servicemeshcontrolplane-version
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$ oc patch smcp <control_plane_name> --type json \
-—-patch '[{"op": "replace","path":"/spec/version","value":"v2.2"}]"'
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https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#appendix---operator-in-disconnected-environment
https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html#ossm-upgrading-operator_ossm-upgrade
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#the-observability-operators-version
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#upgrading-activities
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#upgrading-ossm-operator
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#control-plane-upgrade

¢’ Hlo|E| E2llel o=

JCHE0ll= OiZ2|7 014 AHO| =7t Z4H|0| L2 Envoy ZEA| B! 714
IC S CRA| AJRFRILICH

$ oc rollout restart deployment SDEPLOYMENT-NAME

ol &l 2|42
> Red Hat OpenShift =7 HIE| 0| M: MH|A H|¢| € |0|=

> Red Hat OpenShift =7 HE|O|M: AFO| =7t ZEA| &H|0|E

25: Day 2 20| M

= Y0 =-fLICH O <I8H Ct5 2t 20] o= 2|#H[0[d

50


https://docs.openshift.com/container-platform/4.11/service_mesh/v2x/upgrading-ossm.html
https://docs.openshift.com/container-platform/4.9/service_mesh/v2x/prepare-to-deploy-applications-ossm.html#ossm-update-app-sidecar_deploying-applications-ossm
https://github.com/redhat-developer-demos/ossm-heading-to-production-and-day-2/tree/main/scenario-9-mesh-upgrade#data-plane-upgrade
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