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Automation analytics security
and data handling

Automation analytics helps Red Hat® Ansible® Automation Platform users measure and forecast
automation performance while managing and accelerating the resolution of operational, business,
and security issues. The visual dashboards provide full visibility into the performance and return on
investment (ROI) of your automation, helping you make informed, data-driven decisions, so you can
scale faster.

This FAQ addresses the most common questions on how Red Hat handles customer data for this
cloud-based service.

Question: What
data is collected by
automation analytics?

Question: How can | view
and control the data that
is collected by automation
analytics?

Question: Can | limit what
data is sent to automation
analytics?

Question: What is the
impact of not activating
data collection for
automation analytics?
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Answer: Automation analytics only collects the minimum amount of data needed. Data collected
from your automation controller includes:

» Counts of automation resources (including templates, inventories, projects, and credentials).
» Topology and status of the automation controller environment and hosts.

» Job execution details (start time, finish time, and success), individual task success,
and modules used.

No credential secrets, personal data, automation variables, or task outputs are gathered.
For a more detailed description, see the documentation.

Answer: No data is sent to Red Hat unless an Ansible Automation Platform administrator explicitly
initiates the data collection, either during or following a deployment of Ansible Automation Platform.

Administrators can perform a sample collection and inspect the data by running awx-manage
gather_analytics and examining the created file.

Answer: No. Data collection is not a customizable setting.

Answer: Without automation analytics, you will not have visibility into the performance of your
automation. Besides the ability to track and measure time and cost savings, you will not be able to
gather data for reporting on the health of your automation and tasks running on your hosts.
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Question: Is the type of data
collected static or dynamic?

Question: How is my analytics
data transmitted and stored?

Question: How long will
Red Hat retain collected data?

Question: What are your
security protocols for
Red Hat hosted services?

Question: Can | access
automation analytics as
on-premise features so that
| do not share system data
outside of my network?
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Answer: The specification for what data is collected is defined within automation controller and may
change in future Ansible Automation Platform updates.

Answer: Data is encrypted throughout the process, from collection to transmission to storage,
across Red Hat infrastructure.

Answer: By default, the service collects and uploads the data 4 times a day. The collected data will
normally be kept for up to 24 hours for processing into analytics data. Data uploaded by previous
runs will be discarded when the same client uploads new data as part of the daily run.

As we are building the product to show performance with historical automation data, automation
datais currently stored for up to 1year.

Answer: Ansible Automation Platform hosted services, which include automation analytics, follow
these extensive Red Hat Insights data and application security protocols.

Answer: Automation analytics is an online service provided within Ansible Automation Platform. No
on-premise version of the service is planned at this time.

Learn more about automation analytics and Insights for Ansible Automation Platform.

About Red Hat

Red Hat is the world’s leading provider of enterprise open source software solutions, using a community-powered
approach to deliver reliable and high-performing Linux, hybrid cloud, container, and Kubernetes technologies.
Red Hat helps customers develop cloud-native applications, integrate existing and new IT applications, and
automate and manage complex environments. A trusted adviser to the Fortune 500, Red Hat provides award-
winning support, training, and consulting services that bring the benefits of open innovation to any industry.
Red Hat is a connective hub in a global network of enterprises, partners, and communities, helping organizations
grow, transform, and prepare for the digital future.
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