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Automation adoption:

How you automate is as important as what you automate

IT automation is a critical part of business operations and can deliver many
benefits, especially during the more advanced stages of adoption. This guide
can help you progress faster on your journey to enterprise-wide automation.

Red Hat® Ansible® Automation Platform is a comprehensive solution that provides everything you
need to implement enterprise-wide automation, but without the right organizational strategy and
behaviors, success isn't guaranteed. While automation delivers value at every stage, the most significant
benefits are generally realized when organizations reach the later stages of automation maturity.
Progressing to more advanced stages of automation maturity also allows you to establish a foundation
for innovation such as artificial intelligence operations (AlOps).

There is no single one-size-fits-all path to successful enterprise IT automation adoption. Each journey
is unique to the organization and individual practitioners who deploy and use the technology. Even so,
automation adoption initiatives should be approached from both the leadership and the practitioner
levels within your organization. For example, if you're in an IT leadership position, identify automation
enthusiasts within your organization to help lead your initial pilot deployment or join your community
of practice or center of excellence. If you're an automation practitioner, find an executive or influential
sponsor to help you promote automation adoption from the top down.

Assess your automation maturity

Automation adoption at any level can deliver benefits to your teams and organization, even at the
earliest stages. Even so, realistically assessing where your organization currently stands in terms
of automation skills and use is essential for growing and accelerating your automation practice.

Improved operational efficiency, reduced risk, and strategic
transformation are typically achieved when organizations
reach the later stages of automation maturity.



https://www.redhat.com/en/technologies/management/ansible
https://www.redhat.com/en/topics/ai/what-is-aiops
https://www.redhat.com/en/blog/getting-started-automation-community-practice
https://www.redhat.com/en/blog/getting-started-automation-community-practice
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Most organizations find that managing automation is difficult at the earlier stages, but becomes more
straightforward as users become more familiar with the technology and your organization establishes
a broader culture of automation. To help you assess your organization’s automation practice and gain
insight into how to move forward, we've divided the automation adoption journey into 5 distinct stages:

» Stage 1: Awareness. Individuals successfully automate daily tasks. The organization has no common
standards or centralized content repositories.

» Stage 2: Standardized. One or more teams standardize how they execute their daily tasks, creating
and executing shared playbooks.

» Stage 3: Proactive. Teams adopt and expand into new use cases and build a framework for testing
automation. The organization establishes standards, governance, access controls, and best practices.

» Stage 4: Institutionalized. Cross-functional teams collaborate and deploy orchestrated workflows
as well as event-driven automation to support higher performance and efficiency.

» Stage 5: Optimized. The organization develops an advanced culture of automation. Internal audits
expose opportunities to save more time and further reduce risk using automation across every part
of the IT organization.

To progress to more advanced stages of automation maturity, you need to continuously look for ways
to improve your approach to automation. The flexibility of both individuals and teams during this
iterative process can greatly influence the speed at which you progress and, consequently, the business
outcomes and benefits you achieve.

Stages of automation maturity

Cross-functional
orchestration

Experimentation
with automation

Initial quick wins within
a domain or project

Shared best practices
and standards

Al integration with
event-driven automation

User-centric
Isolated automation

Multiple automation
tools or solutions

D

Team-centric
Reactive automation

Sharing and reuse of
automation content

Expert-centric
Planned automation

Defined automation
strategy

Organization-centric

Orchestrated
automation

Automation-first
culture

Increasing value and organizational benefits

Organization-centric

Federated, self-
service automation

Collaborative teams

The following chapters explore each of the stages of automation maturity in more detail.
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Awareness

Experimentation and exploration with automation of daily tasks

Stage characteristics

Start your journey by exploring the capabilities of your
automation platform and automating small tasks to gain an
understanding of the potential uses and benefits. At this stage, » |solated

the tangible business benefits of automation are limited, as automation efforts
automation efforts are generally focused on simplifying single
tasks within an individual’s daily work. Organizations typically
also lack standards and governance and may use untested
automation code, resulting in performance and reliability issues
for enterprise systems. The key to moving forward is broad
participation and collaboration amongst staff and teams.

» User-centric approach

» Multiple automation
tools or solutions

Key Ansible Automation
Platform features

» Ansible Playbooks

Key questions to ask » YAML

» How is automation used in your organization today?
What has the effect on the organization been so far?

» Which automation solutions and tools do you use?
How do they integrate into your processes? Is there
an opportunity to consolidate tools?

Key activities

» Explore Ansible Automation Platform
features and capabilities.

» Understand the foundations
of Ansible Automation Platform.

» Create simple automation tasks
and measure results.


https://www.redhat.com/en/technologies/management/ansible/features
https://www.redhat.com/en/technologies/management/ansible/features
https://developers.redhat.com/products/ansible/getting-started#imnewtoansible
https://developers.redhat.com/products/ansible/getting-started#imnewtoansible
https://developers.redhat.com/learn/ansible/get-started-ansible-playbooks
https://developers.redhat.com/learning/learn:ansible:yaml-essentials-ansible/resource/resources:ansible-yaml-file-syntax-and-structure
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Standardized

Initial wins within a domain or project and automation tool evaluation

In stage 2, automation projects expand to rapid successes Stage characteristics
within a specific domain or project. Teams begin to evaluate
their current automation tools and identify areas to
consolidate and simplify. Collaboration between users and » Reactive
automation champions improves through knowledge-sharing automation efforts
and use case discussions.

» Team-centric approach

» Sharing and reuse

Organizations often start with overly ambitious automation of automation content

roadmaps and plans that may be difficult to execute at
this phase of maturity. We recommend starting small and Key Ansible Automation
focusing on a few initial quick wins before progressing to Platform features

more advanced forms of automation. Now is the time to

begin working collaboratively and encouraging users to > Ansible Content

learn from each other. Teams should adopt the habit of Collections

tracking and sharing the results of their automation to » Automation analytics
promote enthusiasm and gain internal support from leadership. and Red Hat Insights

TIP: Remember to acknowledge and proactively address
anxiety and concerns around automation. Emphasize the
advantages users will experience, including emotional
benefits like improved work-life balance, time to focus
on more challenging projects, and developing their skills.

Watch out for inertia

The tangible business value of automation—reduced risk,

improved operational efficiency, and increased productivity—
become far more apparent in automation maturity stages

3 and beyond. Even so, we find that most organizations,
regardless of how long they've been automating, rate


https://www.redhat.com/rhdc/managed-files/ma-3-ways-it-leaders-measure-automation-performance-overview-f31060pr-202202-en_1.pdf
https://access.redhat.com/support/articles/ansible-automation-platform-certified-content
https://access.redhat.com/support/articles/ansible-automation-platform-certified-content
https://www.redhat.com/en/technologies/management/ansible/automation-analytics-insights
https://www.redhat.com/en/technologies/management/ansible/automation-analytics-insights

Introduction Stage 1 | Stage 2 | Stage 3 Stage 4 Stage 5 Get started

themselves at stage 2 on the automation maturity scale. Too often, the comfort of familiar team
divisions and processes prevent the deployment of the cross-functional orchestration that serves
as the foundation for resilient AlOps. Executive-level sponsorship and a well-articulated strategy
and roadmap are essential for teams to let go of outdated work patterns and processes and advance to
the next stage.

Key questions to ask

» Which common tasks does your team perform repetitively?

» How would you describe your staffs’ skills and knowledge related to automation?

» To what extent does your organization’s culture support and prioritize automation initiatives?

» Are there enthusiasts in your organization to run an initial automation pilot program within

a single domain like networking or cloud operations?

Key activities

» |[dentify automation champions across teams.

» Measure your automation performance and share the results broadly to generate enthusiasm.

» Consolidate automation tools to improve cost efficiency and simplify training and skills development.

» Focus on simple, beneficial use cases.

High-impact automation use cases

Area Use cases
Operating » Upgrade firmware » Automate compliance and
system remediate drift

» Install, modify, and deploy applications

» Automate patching and upgrades > Manage vulnerabilities

» Manage configurations

Cloud » Manage public cloud resources, virtual » Create and delete autoscale groups

networks, subnets, and interfaces » Manage governance

» Manage virtual machines, serverless > Ensure business continuity
functions, and Kubernetes clusters

» Optimize infrastructure
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Area Use cases
Network » Manage controllers, firewalls, » Automate configuration backups

Application
delivery

Virtualization

AlOps

routers, switches, load balancers,
and access points

» Update operating systems and ensure
compliance from datacenter to branches

» Deploy standard network confirmations
and harden networks

» Manage Infrastructure as Code

» Support self-service
infrastructure requests

» Automate deployment strategy

» Roll back or forward application
versions on demand

» Manage bare-metal service, containers,
and high-performance computing
(HPC) clusters

» Install applications, modify settings,
and deploy services

» Manage certificates, entitlements,
and packages

» Initiate event-driven or embedded
automation via Al-generated outputs

» Perform root-cause analysis (RCA)

» Build self-healing infrastructure

of network equipment

» Gather facts and create dynamic
compliance reports

» Validate network state through
event-driven health checks

» Manage configurations and lifecycles
of on-site and off-site resources via
Secure Shell (SSH), WinRM, or
application programming interface (API)

» Implement GitOps

» Control application deployment
in containers

» Manage system configuration
validation and drift

» Manage virtualization layer
and hypervisor

» Manage lifecycles

» Ensure business continuity

» |dentify and respond to security threats
» Optimize costs and resources

» Enrich support and ticket incidents
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Shared best practices and standards and expansion of automation use cases.

At this stage, the larger business benefits of automation come
into sight. Organizations start to adopt best practices and
standards to ensure consistency and governance within their
practice. They also launch communities of practice (CoPs)

to establish a culture of automation and share knowledge
across teams.

CoPs are critical for defining standards and practices for the
rest of your organization to follow. But a CoP that retains
centralized control over time can become rigid, slow, and
inflexible to the needs of automation consumers, ultimately
hindering the innovation it wants to promote. Expand your CoP
to include anyone who is interested in automation. Empower
users to learn, create, deploy, and share automation content
within their areas of responsibility. Based on these efforts, the
business value of automation can grow exponentially.

Key questions to ask

» How do your current automation efforts support your
business objectives?

» Which automation champions can help launch your CoP
and define organizational standards and governance?

» Who will manage your automation content? How will
content be shared? How will you evaluate the content
that is created?

» What is your organization's approach to automation
security and governance?

Stage characteristics
» Expert-centric approach

» Planned
automation efforts

» Defined
automation strategy

Key Ansible Automation
Platform features

» Ansible automation hub

» Ansible VS
Code extension

» Ansible
development tools


https://www.redhat.com/en/blog/get-started-private-automation-hub
https://docs.redhat.com/en/documentation/red_hat_ansible_lightspeed_with_ibm_watsonx_code_assistant/2.x_latest/html/red_hat_ansible_lightspeed_with_ibm_watsonx_code_assistant_user_guide/configuring-with-code-assistant_lightspeed-user-guide
https://docs.redhat.com/en/documentation/red_hat_ansible_lightspeed_with_ibm_watsonx_code_assistant/2.x_latest/html/red_hat_ansible_lightspeed_with_ibm_watsonx_code_assistant_user_guide/configuring-with-code-assistant_lightspeed-user-guide
https://www.redhat.com/en/technologies/management/ansible/development-tools
https://www.redhat.com/en/technologies/management/ansible/development-tools
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» What is the current RACI (responsible, accountable, consulted and informed) matrix for your
automation platform?

» What are the expectations for availability for your automation platforms? Are your platforms
monitored? If so, which components?

» Do you use your automation platform logs to produce audit and performance reports?

Key activities

» Launch an automation CoP within a team or domain.

» Define your automation strategy and roadmap.

» Focus on 3-5 automation use cases that will support your business outcomes.

» Establish best practices, governance, standards, and security and access controls.

» Continue to measure performance and share the results of prioritized use cases.

-



https://www.redhat.com/en/blog/5-steps-defining-your-automation-strategy
https://www.youtube.com/live/t1cLRQ9HuCY?t=848s
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Established culture of automation with cross-functional orchestration

By this point, automation is widely embraced as a mission-
critical technology throughout the organization. An established
culture of automation and end-to-end orchestrated workflows
increase trust, collaboration, speed, agility, and innovation.
Teams identify and rework broken or inefficient processes
through automation. Practitioners expand their expertise and
influence while working across teams and functions to solve
problems and create business value.

Because of their cross-functional nature, it takes time and
patience for CoPs to thrive. Begin by defining what success
looks like for your community. What is your mission or purpose?
Do you want to foster innovation? Or use automation to
overcome key business challenges? Starting with your desired
end results in mind can make it easier to plan your automation
roadmap. Be sure to create an open and collaborative
environment that encourages community members to share
content and ideas, while adhering to the standards established
within the company framework.

TIP: Learn how to set up an automation CoP.
Read the e-book.
Key questions to ask

» How do your teams work together to solve
problems using automation?

» Does each department have the skills needed
to meet their own automation needs?

Stage characteristics

» Organization-
centric approach

» Orchestrated
automation efforts

» Automation-first culture

Key Ansible Automation
Platform features

» Automated workflows

» Red Hat
Ansible Lightspeed

» Automated policy
as code

» Event-driven Ansible


https://www.redhat.com/en/resources/automation-community-of-practice-ebook
https://www.redhat.com/en/technologies/management/ansible/ansible-lightspeed
https://www.redhat.com/en/technologies/management/ansible/ansible-lightspeed
https://www.redhat.com/en/technologies/management/ansible/automated-policy-as-code
https://www.redhat.com/en/technologies/management/ansible/automated-policy-as-code
https://www.youtube.com/watch?v=Bt2tZB_5F2U&list=PLdu06OJoEf2a3fFl6uaoyGV526ilwD97R
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» What is your process for onboarding users and content creators to your automation platform?
» Is there a formal content review process? Does it interact with your change management standards?
» What is the process for executing automation content against inventory resources?

» Do you have a post-execution validation process, for example, inventory, content, and user
permissions confirmation; variable validation; and execution approval?

Key activities

» Expand your automation CoP to include anyone with an interest in automation.
» Identify and create cross-functional orchestrated workflows.

» Streamline your developer experience and tools.

» Set up automation for ticket enrichment based on events within your IT infrastructure.

<>
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Optimized

Create self-healing infrastructure through Al and event-driven automation

In the last stage, organizations use automation to establish Stage characteristics
self-learning, self-healing, optimized infrastructure.
Self-service access to automation ensures systems are
configured consistently across environments to provide the
performance reliability needed to support Al-based workloads. » Federated. self-
Organizations continuously examine and reassess processes service au’éomation
and tools to further streamline and refine operations and

reallocate staff time to strategic transformation. > Collaborative teams

» Organization-
centric approach

With clearly defined automation strategies, an established Key Ansible Automation
automation-first culture, and technical expertise in Platform features
automation technology, Red Hat customers at this stage

of their automation journey are leaders amongst their

peers. They are generally seen as more competitive, agile,
and innovative within their industries—which is why they
often present on the main stage of Red Hat Summit and
AnsibleFest each year. At the same time, these organizations
know that automation continues to be an ongoing journey.
They engage in a continuous and adaptable process of
refinement and adjustment to respond to the shifting
demands of their businesses.

» Ansible plug-ins for
Red Hat Developer Hub

Key questions to ask

» Are there tools within your IT organization that
can be further consolidated using automation?

» Are Al and machine learning integrated into your
automation efforts? Where are opportunities to
create end-to-end, self-healing infrastructure?


https://www.redhat.com/en/technologies/management/ansible/developer-hub-plugins
https://www.redhat.com/en/technologies/management/ansible/developer-hub-plugins
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» Are teams working collaboratively and empowered with the automation they need to do their jobs?

» Have you adapted your CoP as your automation practice has matured?

Key activities

» Reduce redundant automation tools for cost optimization and simplified user training
and onboarding.

» Audit IT teams and identify additional time savings that translate to found capacity
and more budget for innovation.

» Expand completely automated workflows with no human intervention to further reduce errors.

» Create self-service automation templates and make them available to users through your internal
developer portal (IDP) to boost productivity.

12




Ready to advance your
automation journey?

No matter where your company is on the automation maturity path,
Red Hat Consulting can help you advance to the next level in less time.

Using methodologies and practices proven across organizations of every size, type, and

industry, our experts work alongside your teams to assess your organization’s automation

maturity and implement a roadmap that'’s aligned to your strategy and goals. They can

also help you create a foundation for collaboration and autonomous IT operations.

The result? Your organization can get more value from your automation investment.

Get expert guidance
for establishing your
automation CoP from
Red Hat Consulting.

Get advice
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See how Transunion
successfully scaled
automation across their
entire organization.

Watch the video

See how other customers
have planned their
automation strategies
and experienced success.

Watch the video

Red Hat


http://red.ht/1FysgC5
http://red.ht/1FysgC5
https://www.youtube.com/watch?v=0Zlnct55SuY
https://www.youtube.com/watch?v=0Zlnct55SuY
https://www.youtube.com/live/t1cLRQ9HuCY?si=S24q9Rx5GiUQCRW0&t=407
https://www.youtube.com/live/t1cLRQ9HuCY?si=S24q9Rx5GiUQCRW0&t=407
http://red.ht/1FysgC5
https://www.youtube.com/watch?v=0Zlnct55SuY
https://www.youtube.com/live/t1cLRQ9HuCY?si=S24q9Rx5GiUQCRW0&t=407
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